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Protecting Your Identity, 
Data, and Assets

Presenter
Presentation Notes
Start your presentation here.
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17.6 million
people experienced 
identity theft in 2014

63%
of confirmed data 
breaches involved 
weak, default, or 
stolen passwords

Identity fraud is a 
serious issue. 
Fraudsters have            
stolen $112 billion in 
the past six years, 
equating to 

$35,600
stolen per minute

It’s Not a Matter of If, but When…

Source: Bureau of Justice Statistics Source: Verizon 2016 Data Breach 
Investigations Report

Source: 2016 Javelin Strategy & Research, 
Survey Report Results

Presenter
Presentation Notes

Today we’re going to talk about cybersecurity and how to protect your identity, data, and assets. As you can see from this slide, cybercrimes are on the rise. The number of cyber incidents, the cost of mitigation, and the sophistication of cybercriminals are all steadily increasing. My intention isn’t to frighten you, but the reality is that for many people, it’s not a  matter of if but when  they’ll become victims of cybercrime.  It is critically important that we work together to protect your assets.
So, while my firm takes protective measures and constantly adjust our cybersecurity programs to keep up with emerging cyber trends, the very best way to enhance these efforts is for you, me, and my staff to work together to ensure these criminals can’t access your personal data or accounts. 
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• Common cyber threats
• How cybercriminals use stolen data
• Protecting your data

– Best practices for protecting your data
• Other helpful resources 

Discussion Topics

Presenter
Presentation Notes
Here are the topics we’ll cover today.
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Common Cyber Threats

Presenter
Presentation Notes
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Common Cyber Threats

Email Account Takeover1

Malware2

Phishing3

Credential Replay4

Social Engineering5

Call Forwarding6

Spoofing7

Presenter
Presentation Notes
This is one of the more prevalent threats we see today. And, these scams are becoming increasingly sophisticated and complicated so it’s harder to recognize that your email account has been compromised.  It’s fairly common for emails to be hacked. cybercriminals  who gain  access to an email account will often go through the entire inbox, outbox, and all folders to learn all they can about the individual, their accounts, and  important details about the relationship between the individual and their financial advisor and banker, as well as typical patterns of behavior including travel, wire requests, etc. so they can better impersonate the victim and successfully request funds to be wired or transferred.

Here’s an example…Let’s say you’re ready to put a deposit on a new home.  And, a cybercriminal has hacked into your realtor’s email and knows the details of your home search because he has read your realtor’s inbox, outbox, and folders.  While you think you’re communicating with your realtor, you’re actually emailing the cybercriminal. Pretending to be the realtor, the cybercriminal provides you with instructions for sending the deposit for your new home. You ask your banker to send the deposit to the third party provided by the cybercriminal and the money is never seen again. So not only can cybercriminals hack into your email, they may also hack emails of anyone you might transact business with like a car sales person, an art dealer, or an attorney who is facilitating a business deal. 

This year there has been a big increase in the number of email account take over scams targeting and impersonating investors and asking their advisor to issue a check to a third party.  These scams often involve a sense of urgency (like instructions to overnight the check) and elaborate reasons why you cannot be contacted to verify the transaction (like attending a funeral or being on overseas business trip.)  These cybercriminals are savvy and try to eliminate the opportunity for you or your service providers to make a follow up phone call to verify the transaction. 
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What is it?
A cybercriminal hacks an email account and reads emails to learn about the victim and their 
habits so they can pose as the victim to steal money. 

What does it look like?
Your email is hacked, and posing as you, the cybercriminal emails your advisor instructions to 
forward funds to an account. 

How does it happen?
Cybercriminals find vulnerabilities within service providers’ servers or personal users’ IP addresses 
to gain access to login credentials, or to the email account directly. 

What’s the impact?
Because the cybercriminal has access to your email and can impersonate you, the recipient of the 
cybercriminal’s email believes the correspondence comes from you. The cybercriminal may provide 
instructions within the email to transfer funds to a fraudulent account. Without proper verification, the 
money could be transferred and stolen.

How can you defend against it? 
Follow proper identification processes. Use secret passwords, phone call verifications, and video 
chats to help verify the identity of people you correspond with. 

Email Account Takeover 

Presenter
Presentation Notes
This is one of the more prevalent threats we see today. And, these scams are becoming increasingly sophisticated and complicated so it’s harder to recognize that your email account has been compromised.  It’s fairly common for emails to be hacked. cybercriminals  who gain  access to an email account will often go through the entire inbox, outbox, and all folders to learn all they can about the individual, their accounts, and  important details about the relationship between the individual and their financial advisor and banker, as well as typical patterns of behavior including travel, wire requests, etc. so they can better impersonate the victim and successfully request funds to be wired or transferred.

Here’s an example…. Let’s say you’re ready to put a deposit on a new home.  And, a cybercriminal has hacked into your realtor’s email and knows the details of your home search because he has read your realtor’s inbox, outbox, and folders.  While you think you’re communicating with your realtor, you’re actually emailing the cybercriminal. Pretending to be the realtor, the cybercriminal provides you with instructions for sending the deposit for your new home. You ask your banker to send the deposit to the third party provided by the cybercriminal and the money is never seen again. So not only can cybercriminals hack into your email, they may also hack emails of anyone you might transact business with like a car sales person, an art dealer, or an attorney who is facilitating a business deal. 

This year there has been a big increase in the number of email account take over scams targeting and impersonating investors and asking their advisor to issue a check to a third party.  These scams often involve a sense of urgency (like instructions to overnight the check) and elaborate reasons why you cannot be contacted to verify the transaction (like attending a funeral or being on overseas business trip.)  These cybercriminals are savvy and try to eliminate the opportunity for you or your service providers to make a follow up phone call to verify the transaction. 
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How does it work?
Malicious software is created to damage/disable computers and computer systems, steal data, 
or gain unauthorized access to networks. 

What does it look like?
Examples of malware include viruses, worms, trojan horses, ransomware, and spyware.

How does it happen?
Malware may be installed on a computer when a user clicks an unsafe link, opens an infected file, 
or visits a legitimate website that could contain adware. 

What’s the impact?
Malware can delete files or directory information, or it may allow attackers to covertly gather personal 
data, including financial information and usernames and passwords.

How can you defend against it? 
– Install the most up-to-date antivirus and anti-spyware software on all devices that connect to the

Internet and run regular scans to update the software when available.
– Make sure your networking equipment and computers are all still supported by the manufacturer.

Malware

Presenter
Presentation Notes
I find its easier to understand how these threats work by sharing an example or two. 
Here are a couple examples of Malware, the first is malware virus example:
In 2000, the “ILOVEYOU” virus was launched. The unsuspecting recipient clicks on the email attachment spreading the virus to everyone in his contacts list and overwriting all of his email files. 
Here’s an example of a malware Trojan Horse:
One of the most infamous malware ever launched was a Trojan horse called Zeus. It recorded and stole login credentials for thousands of large multinational corporations and banks, enabling the hackers to steal nearly 100 million dollars primarily from US accounts.
Here’s an example of a malware worm:
In July 2015 a worm called “Code Red,” attacked computers running Microsoft’s IIS web server. It exploited a buffer overflow problem in the operating system. It then infected the computer and began duplicating itself until it drained the system’s resources.  
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What is it?
Cybercriminals pretend to be a trustworthy source in order to acquire sensitive personal information 
such as usernames, passwords, social security numbers, and credit card details.

What does it look like?
An email from a seemingly legitimate email address instructs you to click on a link to take action 
(e.g., “validate your account,” “confirm your identity,” “access your tax refund”). The link brings 
you to a website requiring you to enter your personal information.

How does it happen?
Because the cybercriminal masquerades as a legitimate source (e.g., financial institution employee, 
realtor, banker), you believe the request is from a trusted source and you unwittingly oblige when 
they ask you for your personal information.

What’s the impact?
Victims of phishing may have malware installed on their computer systems or have their identity stolen. 

How can you defend against it? 
– Hover over questionable links to reveal the true destination before clicking.
– Beware that secure websites start with https, not http.

Phishing
of cyberattacks use a combination
of phishing and hacking

Source: Verizon 2015 Data Breach Investigations Report

70%

Presenter
Presentation Notes
Phishing attacks often rely on a blanket campaign in the hopes of catching a few individuals. For instance, a phishing attack may send a million emails out targeting a firm’s account holders. The majority of people who are emailed won’t have an account with the firm so they will immediately reject the email as fraudulent. However, the small percentage of recipients who do have an account may fall victim. The result can lead directly to identity theft, meaning the cybercriminal may open up credit cards in your name or access your bank or brokerage accounts.

An alternate scenario is called “spear-phishing” where an attacker focuses on a specific target. 
Spear phishing attacks involve a cybercriminal spending time learning the personal characteristics and behavior of a specific target/victim, in an attempt to convince them to perform a specific action.

And, as you can see on the slide, most cyberattacks use a combination of phishing and hacking.  It used to be fairly easy to detect a phishing scam due to poorly written messages.  But the cybercriminals are becoming more sophisticated and today most of these emails appear to be legitimate. 
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What is it?
Most people re-use passwords and usernames. Cybercriminals obtain these login credentials, test 
them in large numbers against financial institutions' websites to find matches, and then request 
fraudulent fund transfers.   

What does it look like?
Cybercriminals hope to access a few accounts by using a large cache of stolen login credentials 
to access a firm’s online accounts. 

How does it happen?
Cybercriminals can easily purchase large numbers of stolen login credentials from the dark web. 

What’s the impact?
Your account is compromised, and the cybercriminal can quickly re-use your credentials to access 
other accounts, and steal additional funds and your confidential data before detection. 

How can you defend against it? 
– Use a unique password for each account to prevent a quick and invasive attack on all of your accounts.
– Make each password unique and long and strong. Use 8-12 characters, upper- and lowercase letters,

and symbols.

Credential Replay

Presenter
Presentation Notes
How does it happen?
Human nature plays a role because the cybercriminals know that most people re-use the same login credentials on multiple accounts so they can remember them. cybercriminals can easily purchase bulk quantities of stolen login credentials from the web to run against a firm’s online accounts. This tendency to re-use the same password on multiple accounts plays perfectly into the hands of the criminals who only need to match just a few credentials to accounts to make it financially worthwhile.  These types of attacks are very common in the financial services industry.   
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What is it?
This involves manipulating or impersonating others to divulge sensitive, private information, 
and then demanding financial transactions be executed to avoid consequences.   

What’s the impact?
The cybercriminal commits fraud, steals your money, and disappears.

How can you defend against it? 
– Be selective about who you allow to join your social networks.
– Be cautious about the information you choose to share on social media, keeping your personal

information private (e.g., home address, phone number, employer, vacation dates, birthdate).

Social Engineering

Presenter
Presentation Notes
Here’s more common examples of social engineering:
A cybercriminal calls the investor pretending to be the IRS and insists that money must be wired or the police will arrest the investor.
Here’s an amazing case study of successful social engineering using the trust scheme:
In 2007, a mystery man who remains at large burgled safety deposit boxes at an ABN Amro bank in Belgium, stealing diamonds and other gems weighing 120,000 carats, in all. He visited the bank during regular business hours, overcame all of the bank's exceptional security mechanisms, and walked right out the door with €21 million (roughly $27.9 million at the time) worth of gemstones with no one the wiser, using absolutely no technology whatsoever.
He used one weapon -- and that was his charm -- to gain confidence. He bought chocolates for the personnel, he was a nice guy, he charmed them, got the original keys to make copies and got information on where the diamonds were.  The bottom line is you can have all the safety and security possible, but sometimes preying on victims with kindness and charm can accomplish more than advanced technology. 
Other examples:
Victims can unwittingly be used in mule situations where the criminal befriends the victim and, once a level of trust is established, the victims ‘new friend’ asks the victim to do them a favor by cashing a check and wiring funds.  Of course, the money and the new friend disappear after the transaction is completed. 
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What is it?
The cybercriminal takes over your cell phone number and impersonates you or reroutes your calls. 

What does it look like?
A cybercriminal gets the phone company to forward your cell number to their cell phone so they can impersonate 
you when your bank calls you back for verification before transferring funds or opening accounts. 

How does it happen?
Cybercriminals scam the phone company into forwarding phone calls. They may also use scanners, 
eavesdrop, clone your phone identity, and sell bogus ringtones or other gadgets to access your phone.

What’s the impact?
Your phone is compromised, your conversations may be accessed, and your identity may be stolen. 

How can you defend against it? 
– Follow proper identification verification processes. Consider using secret passwords to help verify the

identity of people you're corresponding with.
– Check your monthly phone bill for any suspicious activity. This may include phone numbers you don't

recognize or calls placed at odd times (e.g., during works hours, while overseas or on vacation).

Call Forwarding

Presenter
Presentation Notes
While cell phone technology has made a huge difference in the way we communicate and the speed with which we can get and stay in touch, it also provides a lucrative channel for scammers and snoopers, who use the technology to steal our money or our identity, and even to track our movements and listen to our conversations. 

Technological advances have made some forms of telephone fraud more difficult, but the use of cell phones by cybercriminals is still very common and requires our vigilance in detecting and averting their breaches.
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What is it?
A fake email header that gives the impression the email is from someone or somewhere other than 
the actual source, with the goal of tricking the recipient into opening and responding to the email. 
Phone spoofing is a comparable common cyber threat using a similar phone number. 

What does it look like?
Your advisor receives an email from a cybercriminal who impersonates you and confirms a fraudulent wire 
transfer request. 

How does it happen?
The cybercriminal creates an email address nearly identical to your email address (i.e., off by a 
character).

What’s the impact?
Similar to the other cyberattacks we’ve discussed, your money is stolen, and you become the victim 
of fraud and/or identity theft. 

How can you defend against it? 
– Carefully check the incoming emails for the proper email address and the accuracy of the spelling

of the sender’s name.
– If an email or phone call are questionable, contact the sender directly, using the email address or

phone number you have on file for that individual.

Spoofing

Presenter
Presentation Notes
What’s an example:
In this example the email - at a quick glance - appears to be from you, but upon close examination one character is off in the email address.  Spoofed emails can come from internal and external contacts.  Often executives and other senior business leaders are spoofed into thinking an email came from a colleague, when in fact, it’s from a cybercriminal. The intent is to obtain non-public information or access to request disbursements of funds. 

Here’s another similar example involving phone spoofing.  In this case, the cybercriminal masks the phone number they are calling from so it appears to be some other number.  The cybercriminal calls you and they spoof the number to look like someone else’s number, so you see that person’s name on your caller ID even though the cybercriminal is actually calling you.  Unfortunately it’s fairly easy to do and there are plenty of cheap tools on the internet that can be leveraged to facilitate it.  
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How 
cybercrimin
als Use 
Stolen Data

How Cybercriminals Use 
Stolen Data

Presenter
Presentation Notes
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Cybercriminals are constantly trying 
to steal data and identities:

How Cybercriminals Use Stolen Data

Resulting Crimes
• Fraudulent Transactions

– trading
– electronic funds or wire transfers
– account opening

• Identity Theft
– using stolen Social Security numbers

for employment or other gain
– filing a false tax return
– impersonating another person

Personal Data Stolen
• Social Security numbers
• Usernames
• Date of birth
• Passwords
• Credit card numbers
• Account numbers
• Employment information
• Checks

Presenter
Presentation Notes
In addition to the examples we’ve already discussed, I should point out that cybercriminals also access confidential data when stealing devices like cell phones, tablets and laptops. And, on the right you can see more examples of crimes resulting from the theft of personal information.  

Fraudulent transactions include trading, electronic funds transfer, wire transfers, opening unauthorized accounts and more.  And, identity theft can result in these and other crimes. Lets take a minute to discuss just how common and costly these crimes can be. 
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Identity Theft is Everyone’s Problem

The average 
loss per identity 

theft incident 
is $4,930.

Source: U.S. Department of Justice, 
Javelin Strategy & Research

On average it 
takes 600 hours 
to recover from 
identity theft.

Source: The Identity Theft Resource 
Center website, April 28, 2015

Identity theft is the 
fastest growing 

crime in America.

Source: Trans Union Website,
January 14, 2015

Someone’s identity 
is stolen every
2-3 seconds.

Source: https://identity.utexas.
edu/id-perspectives/top-10-myths-
about-identity-theft

Presenter
Presentation Notes
Unfortunately, fraud and identity theft are a growth industry.  The number of incidents, the cost of mitigation, and the sophistication of cybercriminals are all on the rise.  Just look at these statistics.
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How You Can Protect Your Data
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Ways You Can Protect Your Data
Be strategic with 
usernames and 

passwords

Surf safely

Protect your money

Limit what you
share online

Safeguard email 
accounts

Keep your equipment
up to date

Presenter
Presentation Notes
So far we’ve talked about the various and evolving cybercrimes, and how we protect your personal information and assets.  The final precaution we’ll cover is six ways you can protect your personal information and assets.  By combining all these protections together we’ll provide a unified front against cybercrime. 
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Do Don’t
• Create passwords that are long and

strong, using 8-12 characters, upper-
and lowercase letters, numbers, and
symbols.

• Use a unique password for each account
to prevent a quick and invasive attack on
all of your accounts, known as credential
replay.

• Change your password often. (General
rule of thumb: Change passwords every
90 days.)

• Where available, request a security
token for two-factor authentication
when accessing your accounts.

Be Strategic With Usernames/Passwords

• Use information that can be easily found
about you online or otherwise.

• Share passwords with others.

• Store your passwords online.

• Use any part of your Social Security
number, birth date, or other personal
data when creating passwords.

Presenter
Presentation Notes
I want to stress the importance of the first two bullet points on this slide.  Again, cybercriminals know that most people use the same or very similar passwords on multiple accounts to make it easier to remember the password.  In fact, cybercriminals count on it because the tendency is so common.  The reason using the same password makes it easier for you to remember your password equates to making it much easier for these criminals, too. They guess a password and then reuse it to access all their victims accounts quickly, making the devastation thorough and fast. So while it’s tempting to keep passwords memorable by reusing them, it’s really like offering cybercriminals the key to your palace.  Credential replay makes cybercriminal’s work much easier and we’ll discuss in a minute how easy it can be for cybercriminals to guess a password once they start to piece together information about you. 
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Do Don’t

Surf Safely

• Use wireless networks you trust and know are
protected.

• Be cautious when using public computers.

• Ensure you are downloading legitimate apps
from trusted publishers.

• Be aware that secure websites start with https,
not http.

• Be sure to log out completely (which terminates
access) when exiting all websites to prevent
cybercriminals from obtaining your personal
information.

• Consider purchasing a personal Wi-Fi hot spot.

• Hover over questionable links to reveal the true
destination before clicking.

• Use public computers to access confidential
information or accounts, or to perform financial
transactions.

• Click on websites you don’t know or on pop-up
ads or banners.

Presenter
Presentation Notes
Only use wireless networks you trust and know are protected. Unsecure or unknown networks in hotels, cyber cafés and airports are susceptible to attack because they often lack sufficient virus protection. 

If you do use an unknown or potentially unsecure network:
adjust the security settings to limit who can access your device
pay attention to security warnings that pop up
DO NOT accept software updates when connected to a public Wi-Fi.
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Do Don’t
• Review your credit card, cell phone, and

financial statements as soon as they are
available.

• Contact your financial institution if you see
anything suspicious on your statements.

• Help us protect your information and
assets by following our guidelines for
identification verification and procedures
for transferring funds.

• Opt for voice authentication as an added
layer of protection when available.

Protect Your Money

• Send your personal identifiable information
or account information via unsecure
channels like email, chat, or text.

• Respond to requests for personal
information from a unsolicited email or
from an unsolicited incoming phone call.

Presenter
Presentation Notes
DON’T
[Regarding last bullet]  Financial institutions will never call or email you asking you for your personal information. If you get a call from someone you suspect may be a ‘social engineer’ get off the phone immediately and do not call any phone numbers they provide.   You can always contact the institution directly to authenticate the call, but NEVER provide this information if ‘they’ reached out to you.   
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Do Don’t
• Be very selective about the information

you choose to share on social media
and with whom you choose to share it.

• Keep your personal information private
(home address, phone number, and
birthdate).

• Set privacy and security settings on web
services and devices to your comfort level
for sharing.

• Configure your online accounts with two-
factor authentication where available.

Limit What Your Share Online

• Post personal information about family
and friends online.

Presenter
Presentation Notes
Do
• Value and protect your personal information as if its money. Be selective with whom you allow access to your social networking web sites and be very cautious about what information you share. cybercriminals can likely access it and from the information guess at your passwords and answers to security questions.  
• Avoid sharing or posting personal information that is commonly used by companies to verify your identity like your birth date. Again, cybercriminals can use information shared on social media to pass authentication tests and gain access to your accounts.
Think about your online presence in this way: If someone walked up to you on the street and asked you to tell them your name, your email address, your employer, your previous employer, and where you got your degree – would you provide them with that information?   Of course not!  You’d be suspicious of their motives, wouldn’t you?  Yet on social media we provide all that information and more – where we live, where and when we travel, the names of important people in our lives, etc. We willingly expose lots of private information about ourselves on social media that, if landing in the wrong hands, can be used against us. So the lesson here is be very cautious of what you share online and never use personal information as part of your passwords.
• Be aware that your personal information, including shopping behaviors and preferences, are collected through various apps and web sites. Set privacy and security settings on web services and devices to your comfort level for sharing. 
Use two factor authentication when offered – it may take a few seconds, but it can save you a good amount of money and time in the long-run.
Don’t
• Don’t share personal information about others on social media. Be a good role model to family and friends by only posting about others as you’d have them post about you.  Fraudsters can use this information in their social engineering schemes.  And, you never  want to alert criminals to when you, your family, or friends will be away on vacations and trips.  
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Do Don’t
• Exercise caution when reviewing

unsolicited email.

• Obtain secure storage programs to
archive sensitive, private data, and
documents instead of storing emails.

• Create separate email accounts
specifically for financial transactions.

• Delete all emails that include financial
information.

• Cautiously evaluate the risk versus
convenience of transferring confidential
information by email.

Safeguard Email Accounts

• Do not click on the links or pop-up ads in
unsolicited emails, as these links may
pass on viruses.

Presenter
Presentation Notes
Do:
Exercise caution when reviewing unsolicited email means:

If you don’t know the recipient, immediately be suspicious
Do NOT click on any links
Do NOT open or download any files
If you know the person but aren’t expecting a file from them – consider making a validating phone call. Your friend, family member or business associate may have been hacked.

Remember our discussion about the risk of a hacker obtaining access to your email account and reading all your new, sent and saved emails.  Because of this common threat I recommend using a secure storage program and NOT leaving sensitive data and attachments in your email inbox or in folders.  And, delete all unneeded emails.

When I say “cautiously evaluate the risk vs. convenience of transferring confidential information by email” I specifically mean do not send sensitive information over email unless the email is encrypted.   [And, if you offer your clients a secure portal for communication, reiterate the importance of using that tool instead of email.  You should also include secure portal information on the slide titled, “How we protect your personal information and assets”.]  
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Do Don’t
• Install the most up-to-date antivirus and anti-

spyware software on all devices that connect to the
Internet (e.g., PCs, laptops, tablets, smartphones)

• Set each device to run regular scans to update
software.

• Ensure you've installed the latest versions of your
software and your patches are up to date.

• Make sure your networking equipment and
computers are all still supported by the
manufacturer.

• Recycle, exchange, or dispose of your old mobile
device safely by:

– backing up your data,
– performing a secure erase (factory reset) or

have the device vendor wipe your device,
– removing SIM and SD cards from your cell

phone – transfer to new phone or destroy.

Keep Equipment Up to Date

• Don’t purchase any networking devices
secondhand.

• Forget to set up a passcode or PIN and auto-
lock on your mobile devices.

• Use free or found USB drives, as they typically
are infected with malware.

Presenter
Presentation Notes
Don’t
Don’t purchase any networking devices second-hand – you never know what’s installed on the device.  Instead, only purchase devices from reputable vendors.   
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Resources

Presenter
Presentation Notes

We’ve covered a lot of information today.  I know it can be overwhelming to think about all the cyber threats and how to avert attacks, but hopefully you’ve found the information we’ve discussed to be helpful.  And, I want you to know that we’ll work together on protecting your identity, data, and assets - and that your custodian, Schwab, places a high priority on protecting you, too.  I want to leave you with some additional resources to peruse if you’d like to learn more.  
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Partners in Financial Planning, Resources:
• Partners in Financial Planning at 540-444-2930
• Visit Partners in Financial Planning at Partnersinfinacialplanning.com

Charles Schwab & Co., Inc. Resources:
• Schwab Alliance at 1-800-515-2157 to validate suspicious emails
• Visit Charles Schwab Client Learning Center

Additional Resources:
• Follow Partners in Financial Planning on Facebook & LinkedIn

Resources

Presenter
Presentation Notes
��

http://content.schwab.com/learningcenter/manage_account_details.html
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• Go to StaySafeOnline.org and review the
STOP. THINK. CONNECT.™ cybersecurity
educational campaign

• Visit OnGuardOnline.gov, also a part of
the STOP.THINK. CONNECT.™ campaign,
that focuses on online security for kids and
includes a blog on current cyber trends

• Visit https://www.fbi.gov/scams-safety/fraud
to learn more about common fraud schemes

Additional Resources

• Forward suspicious emails to:
nophishing@cbbb.bbb.org

• Visit www.identitytheft.gov to report identity
theft and to get a recovery plan

• Go to FTC.gov for additional consumer
resources and to report identity theft

• http://www.ic3.gov/default.aspx is another
website where you can file cybercrime
complaints

Industry Resources: To Report a Cybercrime:

Presenter
Presentation Notes
Here are some resources where you can get more information on cybersecurity and where you can report a cybercrime. 
To learn more:
A great resource for more information on cybersecurity is the StaySafeOnline.org website. This resource includes the STOP. THINK. CONNECT.™ global online safety awareness campaign to help all digital citizens stay safer and more secure online. There’s a section to help business owners, too. This campaign was created by a coalition of private companies, non-profits, and government organizations with leadership provided by the National Cyber Security Alliance (NCSA) and the Anti- Phishing Work Group (APWG), and was launched in partnership with the U.S. government, including the White House. 
https://www.fbi.gov/scams-safety/fraud provides information on common fraud schemes.

To report a cybercrime or suspicious emails:
I want to emphasize that if you suspect you’ve been the victim of a cyberattack or that your identity has been stolen, regardless of how or where the breach occurred, please let me know right away and I can provide you with information on immediate steps to take to mitigate the attack, how to get assistance, and how to report the incident to the proper authorities.   (Provide them with a copy of Schwab’s How to Respond to a Data Breach flyer.)
Here are some resources that would be helpful in learning more about cybersecurity, and also where you can report cybercrimes. 
Forward suspicious emails to: nophishing@cbbb.bbb.org 
www.identitytheft.gov website and www.FTC.gov are government websites where you can find more consumer resources regarding identity theft, report identity theft, and where victims receive assistance in creating and executing a recovery plan. 
You can forward any suspicious emails to nophishing@cbbb.bbb.org.

��

https://www.onguardonline.gov/articles/0009-computer-security
https://www.fbi.gov/scams-safety/fraud
mailto:nophishing@cbbb.bbb.org
http://www.identitytheft.gov/
http://www.ic3.gov/default.aspx
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Thank You

Presenter
Presentation Notes
Thank you for your time in reviewing this important information. I hope you found this presentation helpful and actionable.  
What questions do you have about anything we’ve covered today?  
Have you ever experienced any of these cybercrimes or suspect you've been targeted by cybercriminals?  
What other questions or concerns do you have?

Conclusion:
Again, if you ever feel your personal information or accounts may have been compromised, please call me right away, regardless of how or where you were attacked. I can help you take some immediate steps to protect your Schwab accounts and personal information and can also provide you with some resources that can help you mitigate the damage and help you to recover from a variety of cybercrimes including identity theft and social security fraud.  
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